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Disclaimer

AAFEW THINGS FIRST

This presentation is for information only.
Fvaluate risks before acting based on ideas from this presentation.

This presentation contains opinions of the presenters.
Opinions may not reflect the opinions of CoNetrix.

This presentation is proprietary.

Unauthorized release of this information is prohibited.
Original material is copyright © 2024 CoNetrix.
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SESSION INFO

AUDIO/VIDEO SURVEY RESOURCES QUESTIONS

If you cannot hear sound or At the end, fill out the The slides and a recording will be Use the “Questions” panel
see the presentation now, survey for a chance to win sent via email. to chat with the presenters
adjust or change your settings. an Amazon gift card. and CoNetrix team.
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Managed IT Services

Network Design & Support
Public & Private Cloud Services
Cybersecurity Monitoring
EndPoint Protection

Email Protection

Firewall & IDS/IPS Management
Internet Content Filtering

Multi Factor Authentication

Network Vulnerability Scanning
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What type of organization do you
currently work for?
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Do you use a monitoring solution at
your organization today?
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Session Topics

* What does guidance require?
* XDR vs. SIEM
* How to select a monitoring solution

» Best practices for managing your
S50OC

€D CoNetrix



COMPLIANCE

Regulatory Requirements for Financial Institutions

FFIEC Information Security Examination Booklet
1.C.22 Risk Management

Central logging repository
Log retention policies
Strict control and access

Periodic review by a 37 party

Encrypt log files containing sensitive
data

Ensure adequate storage capacity
Secure backup and disposal

Log data to separate / isolated
computer

Log data to read-only media
Disallow any modification

Restrict access
€D CoNetrix



COMPLIANCE

Regulatory Requirements for Financial Institutions

FFIEC Architecture, Infrastructure, and Operations Examination Booklet
VI.B.7 Log Management

Objectives for logging
* Types of logs
Architecture, Infra_:lstructure,and COﬂthlS acceSS tO |Og Settlﬂg
Operations
Response time for log review
Retention time frames and storage policies

Escalation process
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What sources does your monitoring
solution currently monitor?
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Session Topics

* What does guidance require?
* XDR vs. SIEM
* How to select a monitoring solution

* Best practices for managing your
S50OC
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- conetrix.com/
Understanding A=
SIEM/XDR for monitoring-ebook

Financial Institutions
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https://conetrix.com/monitoring-ebook
https://conetrix.com/monitoring-ebook

Session Topics

* What does guidance require?
* XDR vs. SIEM
* How to select a monitoring solution

* Best practices for managing your
S50OC
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s your SIEM solution monitored by a
Security Operations Center (SOC) 24x7/?
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Session Topics

* What does guidance require?
* XDR vs. SIEM
* How to select a monitoring solution

» Best practices for managing your
S50OC
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s your SOC team employed
in-house, outsourced, etc.?
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Session Topics

* What does guidance require?
* XDR vs. SIEM
* How to select a monitoring solution

» Best practices for managing your
S50OC
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- conetrix.com/
Understanding A=
SIEM/XDR for monitoring-ebook

Financial Institutions
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https://conetrix.com/monitoring-ebook
https://conetrix.com/monitoring-ebook

Fill out the survey for
a chance to win!

amazon
1
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Managed IT Services

Network Design & Support
Public & Private Cloud Services
Cybersecurity Monitoring
EndPoint Protection

Email Protection

Firewall & IDS/IPS Management
Internet Content Filtering
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Network Vulnerability Scanning
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THANKS FOR JOINING
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